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Quick Start Card 



Easy installation 

1 Insert your product CD into your CD-ROM 
drive. If the installation does not start 
automatically, click Start on your Windows 
desktop, and click Run. 

2 In the Run dialog box, type D : \ SETUP . EXE 
(where D is the letter of your CD-ROM 
drive). 

3 Click OK. 

Registration benefits 

We recommend that you register your McAfee 
software product. Follow the easy steps within 
your McAfee software product to transmit your 
registration directly to us. Registration ensures 
that you receive timely and knowledgeable 
technical assistance, plus the following benefits: 

■ FREE electronic support 

■ FREE virus definition (.DAT) file updates for 
one year after VirusScan software 
installation 

You can get an additional year of virus 
definitions for $14.95 USD (buy online). 

■ 60-day warranty that guarantees 
replacement of your software CD if it is 
defective or damaged 

■ FREE SpamKiller filter updates for one year 
after SpamKiller software installation 

You can get an additional year of SpamKiller 
filter updates for $4.95 USD (buy online). 



For more information 

To view the User Guides on the product CD: 

1 Insert your product CD into your CD-ROM 
drive. 

2 Open Windows Explorer: Click Start on 
your Windows desktop, and click Search. 

3 Locate the Manuals folder, and double-click 
the User Guide .PDF you want to open. You 
must have Acrobat Reader installed, either 
from a previous installation or from the 
product CD. 

Technical Support 

For technical support, please visit 

http:/ /www.mcafeehelp.com/. Our support site 

offers 24-hour access to the easy-to-use Answer 

Wizard for solutions to the most common support 

questions. 

Knowledgeable users can also try our advanced 
options, which include a Keyword Search and our 
Help Tree. If a solution cannot be found, you can 
also access our 24-hour FREE Chat Now! and 
E-mail Express! options. Chat and e-mail helps 
you to quickly reach our qualified support 
engineers, through the Internet, at no cost. 
Otherwise, you can get phone support 
information at http:/ / www.mcafeehelp.com/. 

If you are an AOL subscriber, go to the Anti- Virus 
Center at keyword: virus (aol: / / 1722:virus) or call 
(877) 254-5507. 

If you are a Netscape Network subscriber, go to 
Netscape Help at 

http://help.netscape.com/antivirus/index.html. 



McAfee Security reserves the right to change Upgrade & Support Plans and policies at any time without notice. 
Network Associates, McAfee and VirusScan are registered trademarks of Network Associates, Inc. and/or its affiliates 
in the US and/or other countries. © 2003 Networks Associates Technology, Inc. All rights reserved. 
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Getting Started -1 



Introduction 

Welcome to McAfee SpamKiller! 

McAfee SpamKiller software helps stop spam from entering your e-mail inbox. 
With it, you get the following features: 

User options 

■ Block spam using filters, and quarantine spam outside of your inbox 

■ View blocked and accepted messages 

■ Monitor and filter multiple e-mail accounts 

■ Import friends' addresses into the Friends List 

■ Fight back against spammers (report spam, complain about spam, create 
custom filters) 

■ Protect children from viewing spam messages 

■ One-click block and one-click rescue 

■ Double-byte character set support 

■ Multi-user support (for Windows 2000 and Windows XP) 
Filtering 

■ Create custom filters 

■ Update filters automatically 

■ Multi-tiered core filtering engine 

■ Dictionary attack filter 

■ Multi-level adaptive filtering 

■ Security filters 

Microsoft Outlook and Outlook Express integration 

You can access core SpamKiller features from directly within Outlook Express 6.0, 
Outlook 98, Outlook 2000, and Outlook XP. You can block spam, add people to 
your Friends List, and view quarantined e-mail by clicking on buttons directly 
integrated into the Outlook tool bar. 
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New features 

Client-server architecture 

McAfee SpamKiller 5.0 introduces a new underlying client-server architecture that 
improves the product in three key areas: 

♦ Usability — Acting as the mail-handling agent on an end user's system, 
SpamKiller automatically filters out spam e-mail in the background 
without forcing the user to change anything about how they interact with 
their e-mail. 

♦ Compatibility — SpamKiller supports virtually any e-mail client. Its 
architecture also allows users to use their favorite e-mail client to read and 
filter multiple e-mail protocols, including POP3, MAPI, and 
MSN/Hotmail. 

♦ Speed — SpamKiller filters and processes mail at a blistering pace - 
ensuring that users get only the mail they want, when they want it. 

Multi-tiered core filtering engine 

General filtering engine enhancements include the following: 

♦ Advanced probability-based heuristics 

♦ Priority-based simple and compound rule matching 

♦ Spam signature filtering 

♦ Personal Filters, blocklists, and Friends Lists 

♦ Character set filtering 

♦ Converted Deersoft Spam Assassin Rules 
Unique filtering engine features include the following: 

♦ Dynamic Dictionary Attack Filter — Dictionary attacks account for a 
significant portion of spam e-mail. Fortunately, McAfee has found a way 
to use this random attack technique against spammers. Using a 
proprietary algorithm, the dictionary attack filter has the ability to detect 
minor variations in an e-mail's TO, CC, or BCC fields and block those that 
it detects using random dictionary attack techniques. 
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New features 



♦ Multi-level adaptive filtering — In order to be effective, learning and 
training must occur on multiple levels: 

Feature Description 

Machine-based SpamKiller has the ability to train itself by continuously 

examining and analyzing what it blocks and what is 
indisputably identified as legitimate e-mail. This 
machine-based self-learning is governed by a 
confidence mechanism that ensures that self-training 
does not undermine the overall effectiveness of the 
filtering engine. 

User-based Taking into account the fact the definition of spam may 

vary from user to user, SpamKiller also allows for 
user-based training to occur. As users block unfiltered 
spam or rescue false positives, SpamKiller learns what 
that particular user considers to be spam e-mail and 
trains the core filtering engine. Running in a multi-user 
single-computer environment, SpamKiller applies all of 
its learning methods on a per-user basis. 

Community-based One of the core features in SpamKiller is the ability for a 

user to report spam back to McAfee for analysis. As the 
community of users report spam back to McAfee, 
SpamKiller's probability engine has the ability to learn 
from user feedback and send out updates to users. 

Spam written in different character sets can negatively 
affect the integrity of filter learning. As such, SpamKiller 
has the ability to identify character sets during the 
learning process and maintains separate filtering 
information for each character set. 



♦ Security filters — Spam has transitioned from a mere volume nuisance to a 
true security threat. In particular, security hoaxes and e-mail scams have 
surfaced as two of the largest problems for e-mail users. SpamKiller's 
priority-based engine has the ability to respond to and block these threats. 
As it is common for people to forward virus hoaxes and scams to friends, 
family, and colleagues, SpamKiller's security filters will detect and block a 
malicious spam e-mail even if it comes from someone on the user's friend 
list. 

Microsoft Outlook and Outlook Express integration 

Outlook and Outlook Express users will be able to access core SpamKiller features 
from directly within Outlook Express 6.0, Outlook 98, Outlook 2000, and Outlook 
XP. Users will be able to block spam, add people to their Friends List, and view 
their quarantined e-mail by clicking on buttons directly integrated into the 
Outlook tool bar. 



Language/Character Set 
Sorting 
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Multi-user support 

Windows 2000 and Windows XP users running a multi-user environment will be 
able to take advantage of SpamKiller's unique multi-user support. SpamKiller can 
automatically set up multiple users that correspond to the users set up in the 
operating system. This feature helps parents protect their children from 
inappropriate content and also ensures that SpamKiller's advanced learning 
makes filtering decisions based specifically upon a user's individual e-mail 
attributes and preferences. 

Spam reporting to McAfee 

In addition to allowing users to report spam to their Internet Service Providers 
(ISPs), or to a third party authority, SpamKiller now lets users report unfiltered 
spam directly to McAfee. Once reported, the spam e-mail is placed in McAfee's 
internal spam analysis process where it can help in the creation of updates. As 
such, single users reporting spam can help protect the entire user base by regularly 
reporting new spam. 

Redesigned user interface 

SpamKiller's user interface has been completely redesigned. Offering a graphical 
summary view with categorization, simplified message quarantine, and Microsoft 
Outlook and Outlook Express integration, SpamKiller 5.0 takes ease of use to a 
new level. 

Multiple routing options 

For more advanced users, SpamKiller offers two routing options for how it 
handles spam. In addition to sending spam to the SpamKiller blocked mail folder, 
users also have the choice to simply tag spam messages in their e-mail client. As 
such, using a rule in the e-mail client, they can simply move e-mail messages that 
SpamKiller tags as spam to a specified junk mail folder on Outlook Express, 
Eudora, or virtually any other e-mail client. 



Documentation 

SpamKiller documentation includes this user guide and an online Help file. The 
user guide is a subset of the online Help. For complete information and 
instructions on using SpamKiller, please refer to the online Help. After you install 
SpamKiller, you can access the online Help by opening SpamKiller, and then 
clicking the Help icon located in the top pane, or clicking the Help button that 
appears on each dialog box. 



System requirements 

■ Microsoft® Windows 98, Windows Me, Windows 2000, or Windows XP 

■ 15 MB of free hard disk space (for installation) 
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Installing McAfee® SpamKiller™ 



■ Microsoft® Internet Explorer 5.0 or higher. To upgrade to the latest version of 
Internet Explorer, visit the Microsoft Web site at http://www.microsoft.com/. 

NOTE 

You also need a POP3, MAPI, or MSN/Hotmail e-mail 
account for SpamKiller to filter. 

Installing McAfee® SpamKiller™ 

McAfee distributes McAfee SpamKiller software in two formats: 

■ On CD-ROM 

■ As a downloaded file from the McAfee web site 

SpamKiller will be installed in the Program Files folder for McAfee. After you 
install and set up SpamKiller, you will be prompted to restart your computer. You 
must restart your computer before you can use SpamKiller. 

To install SpamKiller: 

1 If you downloaded SpamKiller from the McAfee web site, the Installation 
Wizard appears. Go to Step 2. 

Or 

If you purchased a SpamKiller CD, insert the SpamKiller software CD in your 
computer's CD-ROM drive. The License Agreement appears. 

If the Installation Wizard does not automatically appear, the autorun feature 
on your computer might be disabled. Enable the autorun feature. 

a Select a country to indicated the language in which to view the License 
Agreement. 

b After you read the license agreement, click Accept to accept the terms of the 
agreement. 

The McAfee SpamKiller Installation Wizard appears. 

2 Follow the instructions on the Installation Wizard to complete the installation. 
At the end installation, the SpamKiller Setup wizard appears. 

To use the SpamKiller Setup wizard: 

The SpamKiller Setup wizard helps you add e-mail accounts to SpamKiller so that 
SpamKiller can filter them. Also, the setup wizard automatically imports 
addresses books into the Friends List from detected address books. 
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Follow the instructions on the dialog boxes that appear. If you need help using the 
SpamKiller Setup wizard, click Help on any of the dialog boxes. If you click Cancel, 
the SpamKiller Setup wizard closes, but appears the next time you start your 
computer. When you are finished using the SpamKiller Setup wizard, or if you 
clicked Cancel, you must restart your computer to complete the installation. 

NOTE 

During the setup, if you add an e-mail account that 
SpamKiller does not detect (the e-mail address does not 
appear in the Select Account dialog box), point your e-mail 
client to SpamKiller after you add the account and complete 
the installation. For more information, see To point your e-mail 
client to SpamKiller: on page 26. 
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Accessing SpamKiller™ and O 
McAfee® SecurityCenter™ ^ 



Introduction 

When you install SpamKiller, the McAfee icon appears on your system tray 
located near your system clock. From the McAfee icon, you can access SpamKiller, 
McAfee SecurityCenter, and other McAfee products installed on your computer. 

This section describes how to open SpamKiller, use McAfee SecurityCenter, and 
disable SpamKiller filtering. 



Opening SpamKiller™ 

m To open SpamKiller: 

Right-click the McAfee icon, point to SpamKiller, and then click View Blocked Mail, 
View Summary, or Settings. 

NOTE 

If the Logon dialog box appears, enter your logon password, 
and then click OK. 

The Summary page opens. 



Using McAfee® SecurityCenter™ 

McAfee SecurityCenter is your one-stop security shop, accessible from its icon in 
your Windows system tray or from your Windows desktop. With it, you can access 
SpamKiller and perform other useful tasks: 

■ Get free security analysis for your PC. 

■ Launch, manage, and configure all your McAfee subscriptions from one icon. 

■ See continuously updated virus alerts and the latest product information. 

■ Receive free trial subscriptions to download and install trial versions directly 
from McAfee using our patented software delivery process. 

■ Get quick links to frequently asked questions and account details at the 
McAfee web site. 
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NOTE 



For more information about SecurityC enter features, click 
Help in the SecurityCenter dialog box. 



While SecurityCenter is running and all of the McAfee features installed on your 
computer are enabled, a red M icon appears in the Windows system tray. This area 
is usually in the lower-right corner of the Windows desktop and contains the clock. 

If one or more of the McAfee applications installed on your computer are disabled, 
the McAfee icon changes to black. 

To open McAfee SecurityCenter: 

1 Right-click the McAfee icon. 

2 Click Open SecurityCenter. 



Disabling 



SpamKiller™ Filtering 



You can disable SpamKiller to suspend filtering. 



El 



To disable filtering: 

Right-click the McAfee icon, point to SpamKiller, and then click Disable. 



Or 



Click the Summary tab, and then click Click here to disable. 



To enable filtering: 

Right-click the McAfee icon, point to SpamKiller, and then click Enable. 



Or 



Click the Summary tab, and then click Click here to enable. 
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Take a tour of SpamKiller. This chapter shows you what you can find and do on 
each SpamKiller page: 

■ How to use the Summary page 

■ Where to view blocked messages (spam messages) and accepted messages 
(messages currently in your inbox) 

■ What you can do with blocked and accepted messages 

■ Where to view and add addresses to a Friends List 

■ Where to view and create filters and change filtering options 

■ Where to add and manage users and e-mail accounts 

■ Where to change SpamKiller settings 



Top pane 



The following icons appear in the top pane of each SpamKiller page: 



Icon 



Description 



4> 



Switch User 



Click Switch User to log on as a different user. 

Note: Switch User is available only if your computer runs 
Windows 2000 or Windows XP, multiple users have been 
added to SpamKiller, and you are logged on to SpamKiller as an 
administrator. 



Support 



Click Support to open the online Support page for McAfee. The 
Support page provides hot topics on SpamKiller and other 
McAfee products, answers to frequently asked questions, and 
more. You must be connected to the Internet to access the 
Support page. 



Help 



Click Help to open the online Help. Online Help provides detailed 
instructions on setting up and using SpamKiller. 
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Summary page 

Click the Summary tab to open the Summary page. The Summary page provides 
the following information: 



Item 


Description 


Status 


Status indicates if filtering is enabled, when a Friends 




List was last updated, and the number of spam 




messages you received today. From here you can 




disable or enable SpamKiller filtering, update Friends 




Lists, and open the Blocked E-mail page. 


Recent Spam 


Recent Spam shows the latest spam messages that 




SpamKiller blocked (messages removed from your 




inbox). To put a message back in your inbox, click the 




rescue icon next to the message. 


E-mail Overview 


E-mail Overview displays the total number of e-mail, 




spam (blocked messages), and percentage of total 




spam you have received. 


Recent Spam 


Recent Spam gives you a breakdown of the type of 




spam you received in the past 30 days. 



Messages page 

Click the Messages tab to access your blocked and accepted messages. The Blocked 
E-mail and Accepted E-mail pages have similar features. 

Blocked E-mail page 

Click the Blocked E-mail tab in the Messages page to view blocked messages. 
NOTE 

You can also access blocked messages from your Microsoft 
Outlook account by opening your Outlook inbox, and then 
clicking ^1 in the Microsoft Outlook toolbar. 

Blocked messages are messages that SpamKiller identified as spam, removed from 
your inbox, and put in the Blocked E-mail folder. 

The Blocked E-mail page displays all spam messages that were removed from your 
e-mail accounts. To view blocked e-mail for a specific account, click the down 
arrow © located on the Blocked E-mail tab, and then select the account to view. 

The top message pane lists spam messages and are sorted by date. The most recent 
message appears first. The bottom preview pane contains the message text for the 
selected message. 
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Messages page 



NOTE 

If your computer runs Windows 2000 or Windows XP, 
multiple users have been added to SpamKiller, and you are 
logged on to SpamKiller as a limited user, the message 
contents do not appear in the bottom preview pane. 

The middle pane shows message details. Click the down arrows (s) to expand the 
message details pane and view the message text and headers in native format, 
including any HTML formatting tags. The message details pane shows the 
following: 



Item 


Description 


Action 


Action describes how SpamKiller processed the spam 




message. Action is associated with the action of the 




filter that blocked the message. 


Reason 


Reason explains why SpamKiller blocked the message. 




You can click the reason to open the filter editor and 




view the filter. The filter editor displays what the filter 




looks for in a message, and the action that SpamKiller 




takes against messages found by the filter. 


From 


From shows the sender of the message. 


Date 


Date shows the date the message was sent to you. 


To 


To shows to whom the message was sent. 


Subject 


Subject shows the topic that appears in the message 




subject line. 



The left-most column contains icons next to messages if manual complaints or 
error messages have been sent: 



Icon Description 





Complaint sent 


A complaint was sent about the message. 




Error message sent 


An error message was sent to the reply address in the 






spam message. 




Complaint and error 


Both a complaint and error message were sent. 




messages sent 





Accepted E-mail page 

Click the Accepted E-mail tab in the Messages page to view accepted messages. 

The Accepted E-mail page displays all fnbox messages in all of your e-mail 
accounts. However, for MAPI accounts, the Accepted E-mail page does not contain 
internal e-mail. To view accepted e-mail for a specific account, click the down 
arrow © on the Accepted E-mail tab, and then select an account to view. 
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NOTE 

SpamKiller is designed to accept legitimate e-mail. However, 
if legitimate e-mail appears in the Blocked E-mail list, you can 
move the messages back to your inbox (and the Accepted 
E-mail list) by selecting the messages, and then clicking 
Rescue this message. 

Like the Blocked E-mail page, the top message pane lists messages that are sorted 
by date. The bottom preview pane contains the message text of the selected 
message. 

The middle pane explains if a message was sent by someone on a Friends List, or 
if the message fits the criteria of a filter, but the filter action was set to either Accept 
or Mark as Possible Spam. Click the down arrows (s) to expand the message details 
pane, view the message text and headers in native format, including any HTML 
formatting tags. 

The message details pane shows the following: 





Items 


Description 




Action 


Action describes how SpamKiller processed the 
message. 




Reason 


If a message was flagged, Reason explains why 
SpamKiller flagged the message. 




From 


From shows the sender of the message. 




Date 


Date shows the date the message was sent to you. 




To 


To shows to whom the message was sent. 




Subject 


Subject shows the topic that appears in the message 
subject line. 




One of the following icons might appear next to a message: 




Icon 


Description 




E-mail from a friend 


SpamKiller detected that the sender of the message is 
on a Friends List. This message is one you want to 
keep. 




Possible spam 


The message matches a filter with an action set to Mark 
as possible spam. 




Complaint sent 


A complaint was sent about the message. 




Error message sent 


An error message was sent to the reply address on the 
spam message. 


in 


Complaint and error 
messages sent 


Both a complaint and error message were sent. 
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Friends page 



Tasks for Blocked E-mail and Accepted E-mail 

The right panel on the Blocked E-mail and Accepted E-mail pages lists tasks you 
can perform. 



Task 


Ucotl IJJLIUI 1 


Block this message 


Remove a message from your inbox and put it in the 




SpamKiller Blocked E-mail folder. (This option appears 




on the Accepted E-mail page only.) 


Rescue this message 


Put a message back in your inbox. (This option appears 




on the Blocked E-mail page only.) 


Delete this message 


Remove a selected message. 


Add a friend 


Add the sender's name, e-mail address, domain, or a 




mailing list to a Friends List. 


Add a filter 


Create a filter. 


Report to McAfee 


Inform McAfee of specific spam messages you receive. 


Send a complaint 


Send a complaint about spam to the administrator of the 




sender's domain or to another e-mail address you enter. 


Send an error 


Send an error message to the reply address of a spam 




message. 



Friends page 

Click the Friends tab to open the Friends page. 

You can add friends to a Friends List to ensure their e-mails are not blocked. The 
Friends page shows names and addresses that you added to the Friends List. The 
Friends page also shows the date you added a friend and the total number of 
messages received from that friend. 

Click the E-mail Addresses tab to view e-mail addresses on the Friends List. Click 
the Domains tab to view domain addresses on the list. Click the Mailing Lists tab to 

view mailing lists in the Friends List. 
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SpamKiller maintains two types of Friends Lists, the Global Friends List and the 
Personal Friends List. The differences between the two lists are important to note 
if multiple users are added to SpamKiller. If you do not add multiple users to 
SpamKiller, both the Global Friends List and the Personal Friends List affect 
everyone who uses SpamKiller on your computer. (Adding multiple users is 
available only if your computer runs Windows 2000 or Windows XP.) 

Friends List Description 

Global Friends List The Global Friends List affects all e-mail accounts for all 

users in SpamKiller. 

Note: If you added multiple users to SpamKiller, you 
must be logged on to SpamKiller as an administrator to 
manage the Global Friends List. 

Personal Friends List The Personal Friends List affects all e-mail accounts 
associated with a specific user. 

Note: If you added multiple users to SpamKiller, you 
must be logged on to SpamKiller as the user to manage 
the user's Personal Friends List. 



To switch between the Global Friends List and your Personal Friends List, click the 
down arrow © located on the E-mail Address, Domains, or Mailing Lists tab, and 
then select Personal Friends List. 

The right panel displays tasks you can perform on the Friends page: 



Task 


Description 


Add a friend 


Add a sender's name, e-mail address, domain address, 




or mailing list to a Friends List. 


Delete a friend 


Remove an address from a Friends List. 


Edit a friend 


Edit an entry in a Friends List. 


Import address book 


Import addresses from your e-mail program's address 




books into a Friends List. 



Settings page 

Click the Settings tab to open the Settings page. Use the options on the Settings 
page to customize the way SpamKiller behaves and to perform administrative 
tasks. 
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NOTE 

If your computer runs Windows 2000 or Windows XP, and 
multiple users are added to SpamKiller, options in Personal 
Settings affect settings for the user who is logged on to 
SpamKiller. Advanced Settings affect all SpamKiller users. To 
access Advanced Settings, you must be logged on to 
SpamKiller as an administrator. 

Personal Settings 

Options for personal settings include the following: 



Options 


Description 


E-mail Accounts 


Add, edit, or remove e-mail accounts. 


Personal Filters 


Add, edit, or remove filters. 


Address Books 


Import addresses from your e-mail program's address 




books into your Personal Friends List. Schedule 




automatic updates to the Friends List. 


Sound 


Turn on sound so that SpamKiller plays a sound 




whenever a message is blocked. 



Advanced Settings 

Advanced Settings include the following: 



Advanced Settings 


Description 


Filtering Options 


Set the level of aggressiveness at which SpamKiller 




filters e-mail accounts. Define how SpamKiller handles 




blocked messages. 


Global Filters 


Add, edit, or remove Global Filters. Global Filters affect 




all e-mail accounts in SpamKiller. 


Complaints 


Add or edit complaints and error messages. Select 




default complaints and error messages that SpamKiller 




sends automatically as defined by specific filters. 


Users 


Add, edit, or remove users. 


System 


Customize SpamKiller Network setup. Turn on error 




logging. 


Backup 


Backup SpamKiller and restore the backup if needed. 
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Microsoft Outlook 



You can do the following tasks from the toolbar in Microsoft Outlook Express 6.0, 
Outlook 98, Outlook 2000, and Outlook XP. 



Options 



Description 



0 



Block message 



View Blocked E-mail 



Add friend 



Click the Block Message icon to remove the selected 
message from your Microsoft Outlook inbox and put the 
message in the SpamKiller Blocked E-mail folder. 

Click the View Blocked E-mail icon to view messages 
that were blocked from your Microsoft Outlook account 
and moved to the SpamKiller Blocked E-mail folder. 

Click the Add Friend icon to add the sender's e-mail 
address to your Personal Friends List. 



A SpamKiller toolbar appears to the right of the default toolbars in Outlook and 
Outlook Express. If it is not visible, you must either expand the e-mail application 
window or click the arrows to see more toolbars. 

When the SpamKiller toolbar first appears in your e-mail application, you can use 
the toolbar commands on new messages only. Existing spam e-mail must be 
deleted. 



Hotmail 

SpamKiller can filter Hotmail accounts directly. See the online help for details. 
However, you cannot block messages or add friends using the SpamKiller toolbar 
in Outlook or Outlook Express until you configure your Hotmail account. 

To configure a Hotmail account so you can block spam in Outlook or Outlook 
Express: 

1 Configure your Hotmail account in MSK. See Editing MSN/Hotmail accounts on 
page 29 for details. 

2 If you have an existing Hotmail account in Outlook or Outlook Express, you 
must remove it first. 

3 Add your Hotmail account to Outlook or Outlook Express. Ensure that you 
select POP3 for the account type and incoming mail server type. 

4 Name the incoming server as localhost. 

5 Enter the name of the available outgoing SMTP server (required). 

6 Complete the account configuration process. 

You can now block new Hotmail spam e-mail or add a friend. 
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Microsoft Outlook 

MAPI 

The following conditions are required for SpamKiller to successfully integrate 
with MAPI in Outlook: 

♦ Outlook was initially installed with Corporate/ Workgroup support 

♦ The first e-mail account is a MAPI account 

♦ The computer is logged in to the domain 

After at least one MAPI Corporate/ Workgroup account is added, you can add 
additional POP3 accounts, because they will behave like MAPI accounts. The 
SpamKiller toolbar is supported for users who have configured an initial MAPI 
account, but not for those who only have POP3 e-mail accounts. 
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Introduction 

This chapter provides instructions for managing e-mail accounts and users. 

Adding e-mail accounts 

SpamKiller filters the following types of e-mail accounts: 



E-mail Account 


Description 


Standard e-mail 


Most home users have this type of account. 


account (POP3) 




MSN/Hotmail 


MSN/Hotmail web-based accounts. 


account 




MAPI e-mail 


Local network e-mail accounts. Many corporate users have this 


account 


type of account when the companies they work for are running 




Microsoft® Exchange Server. 




Note: A valid MAPI profile must be configured before you can 




add the account to SpamKiller. 



NOTE 

If your computer runs Windows 2000 or Windows XP, and 
you plan to add multiple users to SpamKiller, you must add 
users before you can add e-mail accounts to their user profiles. 
For more information, see Adding users on page 31. If you add 
multiple users to SpamKiller, the account you add is added to 
the profile of the user who is currently logged on to 
SpamKiller. 

Also, if you add multiple users, and you switch users by 
clicking the Switch User icon, when you add an e-mail account 
to the user profile you switched to, SpamKiller might not 
detect that user's accounts. Instead of using the Switch User 
icon, log on to your computer as that user before you add the 
account. SpamKiller might then detect the user's accounts. 

To add an e-mail account: 

1 Click the Settings tab, and then click E-mail Accounts. 
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The E-mail Accounts dialog box appears and displays all e-mail accounts 
added to SpamKiller. 

NOTE 

If multiple users were added to SpamKiller, the list displays 
the e-mail accounts of the user who is currently logged on to 
SpamKiller. 

2 Click Add. 

The E-mail Accounts wizard appears. 

3 Follow the instructions on the dialog boxes that appear. 

If you add a MSN/ Hotmail account, SpamKiller searches for a MSN /Hotmail 
address book to import into your Personal Friends List. 

To point your e-mail client to SpamKiller: 

If you added an account that SpamKiller did not detect (the account did not appear 
in the Select Account dialog box), or if you want to read your MSN/Hotmail e-mail 
as a POP3 account in SpamKiller, point your e-mail client to SpamKiller. 

1 Change the incoming e-mail server from "mail.mcafee.com" to "localhost". 

2 (For POP3 accounts only) Change the user name to your full e-mail address. 

For example, if your e-mail address is "name@example.com," replace the user 
name with "name@example.com". 



Delete an e-mail account from SpamKiller if you no longer want SpamKiller to 
filter it. 



WARNING 

This warning does not apply if you have a POP3 account and 
you selected Leave spam messages on the server in the 

Advanced properties options. 

When you delete an e-mail account, you also delete all 
blocked messages. Therefore, before deleting the account, 
check the Blocked E-mail page for messages you want. If you 
want to keep a blocked message, and the account is a MAPI or 
MSN /Hotmail account, rescue the message by selecting the 
message, and then clicking Rescue this message. Rescuing the 
message puts the message back in the e-mail server, so that 
you can view the message from your e-mail client. If the 
account is a POP3 account, deleting the account will result in 
losing all blocked messages. 



Deleting 
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To delete an e-mail account from SpamKiller: 

1 Click the Settings tab, and then click E-mail Accounts. 

The E-mail Accounts dialog box appears and displays all e-mail accounts 
added to SpamKiller. 

NOTE 

If multiple users were added to SpamKiller, the list displays 
the e-mail accounts of the user who is currently logged on to 
SpamKiller. 

2 Select an account, and then click Delete. 



Editing e-mail account properties 

You can edit information about an e-mail account you added to SpamKiller. For 
example, change the e-mail address, the account description, server information, 
how often SpamKiller checks the account for spam, and how your computer 
connects to the Internet. 

Editing POP3 accounts 

To edit P0P3 accounts: 

1 Click the Settings tab, and then click E-mail Accounts. 

The E-mail Accounts dialog box appears and displays all e-mail accounts 
added to SpamKiller. 

NOTE 

If multiple users were added to SpamKiller, the list displays 
the e-mail accounts of the user who is currently logged on to 
SpamKiller. 

2 Select a POP3 account, and then click Edit. 

3 Click the General tab to edit the account description and e-mail address. 

♦ Description — A description of the account. You can type any information 
in this box. 

♦ E-mail address — The e-mail address of the account. 

4 Click the Servers tab to edit server information. 

♦ Incoming e-mail — The name of the server that receives incoming mail. 

♦ User name — The user name you use to access the account. 

♦ Password — The password you use to access the account. 
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♦ Outgoing e-mail — The name of the server that sends outgoing mail. 
Click More to edit authentication requirements for the outgoing server. 

5 Click the Checking tab to edit how often SpamKiller checks the account for 
spam: 

a Select either Check every or Check daily at, and then select a time from the 
corresponding box. 

b Select additional times for SpamKiller to filter the account: 

♦ Check on startup — Select this option if you have a direct connection, and 
you want SpamKiller to check the account every time your computer 
starts. 

♦ Check when a connection is dialed — Select this option if you have a dial-up 
connection, and you want SpamKiller to check the account every time you 
connect to the Internet. 

6 Click the Connection tab to specify how SpamKiller dials an Internet 
connection so that it can check your inbox for new messages to filter. 

♦ Never dial a connection — SpamKiller does not automatically dial a 
connection for you. You must first manually start your dial-up connection. 

♦ Dial when needed — When an Internet connection is not available, 
SpamKiller automatically attempts to connect using your default dial-up 
Internet connection. 

♦ Always dial — SpamKiller automatically attempts to connect using the 
dial-up connection you specify. 

♦ Stay connected after filtering is done — Your computer stays connected to 
the Internet after filtering is finished. 

7 Click the Advanced tab to edit advanced options. 

♦ Leave spam messages on the server — Select this checkbox if you want a 
copy of blocked messages to remain on your e-mail server. 

Leaving blocked messages on the server enables you to view the mail from 
both your e-mail client and the SpamKiller Blocked E-mail page. If the 
checkbox is not selected, you will be able to view blocked messages from 
the Blocked E-mail page only, not from your e-mail client. 

♦ POP3 port — (POP3 port number) The POP3 server handles incoming 
messages. 

♦ SMTP port — (SMPT port number) The SMPT server handles outgoing 
messages. 

♦ Server timeout — The length of time it takes for SpamKiller to time out. 
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Increase the server time-out value if you have problems getting mail. Your 
e-mail connection might be slow; therefore, increasing the server time-out 
value allows SpamKiller to wait longer before timing out. 

8 Click OK. 

Editing MSN/Hotmail accounts 

To edit MSN/Hotmail accounts: 

1 Click the Settings tab, and then click E-mail Accounts. 

The E-mail Accounts dialog box appears and displays all e-mail accounts 
added to SpamKiller. 

NOTE 

If multiple users were added to SpamKiller, the list displays 
the e-mail accounts of the user who is currently logged on to 
SpamKiller. 

2 Select a MSN/Hotmail account, and then click Edit. 

3 Click the General tab to edit the account description and e-mail address. 

♦ Description — A description of the account. You can type any information 
in this box. 

♦ E-mail address — The e-mail address of the account. 

4 Click the Servers tab to edit server information. 

♦ Incoming e-mail — The name of the server that receives incoming mail. 

♦ Password — The password you use to access the account. 

♦ Outgoing e-mail — The name of the server that sends outgoing mail. 

♦ Use an SMTP server for outgoing e-mail — Select this option if you plan to 
send error messages and do not want to include the MSN signature line in 
the error message. The MSN signature line makes it easy for spammers to 
recognize that the error message is fake. 

Click More to change authentication requirements for the outgoing server. 

5 Click the Checking tab to specify how often SpamKiller checks the account for 
spam: 

a Select either Check every or Check daily at, and then select a time from the 
corresponding box. 

b Select additional times for SpamKiller to filter the account: 
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♦ Check on startup — Select this option if you have a direct connection, and 
you want SpamKiller to check the account every time SpamKiller starts. 

♦ Check when a connection is dialed — Select this option if you have a dial-up 
connection, and you want SpamKiller to check the account every time you 
connect to the Internet. 

6 Click the Connection tab to specify how SpamKiller dials an Internet 
connection so that it can check your inbox for new messages to filter. 

♦ Never dial a connection — SpamKiller does not automatically dial a 
connection for you. You must first manually start your dial-up connection. 

♦ Dial when needed — When an Internet connection is not available, 
SpamKiller automatically attempts to connect using your default dial-up 
Internet connection. 

♦ Always dial — SpamKiller automatically attempts to connect using the 
dial-up connection you specify. 

♦ Stay connected after filtering is done — Your computer stays connected to 
the Internet after filtering is finished. 

7 Click OK. 

Editing MAPI accounts 

To edit MAPI accounts: 

1 Click the Settings tab, and then click E-mail Accounts. 

The E-mail Accounts dialog box appears and displays all e-mail accounts 
added to SpamKiller. 

NOTE 

If multiple users were added to SpamKiller, the list displays 
the e-mail accounts of the user who is currently logged on to 
SpamKiller. 

2 Select a MAPI account, and then click Edit. 

3 Click the General tab to edit the account description and e-mail address. 

♦ Description — A description of the account. You can type any information 
in this box. 

♦ E-mail address — The e-mail address of the account. 

4 Click the Profile tab to edit profile information. 

♦ Profile — The MAPI profile for the account. 

♦ Password — The password that corresponds with the MAPI profile. 
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5 Click the Connection tab to specify how SpamKiller dials an Internet 
connection so that it can check your inbox for new messages to filter: 

♦ Never dial a connection — SpamKiller does not automatically dial a 
connection for you. You must first manually start your dial-up connection. 

♦ Dial when needed — When an Internet connection is not available, 
SpamKiller automatically attempts to connect using your default dial-up 
Internet connection. 

♦ Always dial — SpamKiller automatically attempts to connect using the 
dial-up connection you specify. 

♦ Stay connected after filtering is done — Your computer stays connected to 
the Internet after filtering is finished. 

6 Click OK. 



Adding users 

Adding users to SpamKiller is optional. SpamKiller can set up multiple users that 
correspond to the users that are set up on your Windows 2000 or Windows XP 
operating system. 

When SpamKiller was installed on your computer, an administrator user profile 
was automatically created in SpamKiller for the Windows user who was logged 
on. If you added e-mail accounts to SpamKiller during installation, the e-mail 
accounts were added to that administrator's user profile. 

Before you add more e-mail accounts to SpamKiller, decide if you need to add 
more SpamKiller users. Adding users can be beneficial if multiple people use your 
computer and have their own e-mail accounts. Each user's e-mail account is added 
to his or her user profile, which allows users to manage their own e-mail accounts, 
personal settings, personal filters, and Personal Friends List. 

SpamKiller has two types of users: administrators and limited users. Windows 
users with administrator rights also have administrator rights as a SpamKiller 
user. Windows users who do not have administrator rights become limited 
SpamKiller users. 
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User types define the tasks a user can perform in SpamKiller. The following table 
is a summary of permissions for each user type. In short, administrators can 
perform all tasks while limited users can perform tasks for their personal profiles 
only. Also, administrators can view the content of blocked messages, but limited 
users cannot. Limited users can only view the subject line of blocked messages. 



Tasks 


Administrator 


Limited User 


Manage personal e-mail accounts, Personal Filters, 
nersonai rnenos list, ana personal sound sellings 


X 


X 


Manage personal Blocked E-mail and Accepted 
E-mail pages 


X 


X 


View message text of blocked messages 


Y 
A 




view message lexi ot accepieu messages 


V 
A 


Y 
A 


Ivlallayc OlUUdl rMLclb dllU LMe dlUUdl rilcllUS LISl 


Y 
A 




Report spam to McAfee 


X 


X 


Send complaints and error messages 


X 


X 


Manage complaints and error messages (create, 
edit, and delete message templates) 


X 




Manage users (create, edit, and remove users) 


X 




Backup and restore SpamKiller 


X 




View the Summary page of spam received 


X 


X 



After you add a user, the next time the user logs on to your computer, SpamKiller 
will prompt the user to add an e-mail account to his or her user profile. 

Adding and managing users is available only if your computer runs Windows 
2000 or XP, and if the users have Windows user accounts. You must be logged on 
to SpamKiller as an administrator. 



User passwords and protecting children from spam 

Creating a user password adds a level of privacy for a user. A user's personal 
settings, Friends List, and Accepted E-mail list cannot be accessed by another user 
without the logon password. Creating passwords is also beneficial in preventing 
children from accessing SpamKiller and viewing the content of spam messages. 

To create a password for an existing SpamKiller user: 

1 Click the Settings tab, and then click Users. 

2 Select a user, and then click Edit. 

3 Type a password in the Password box. 
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Whenever the user accesses SpamKiller, he or she must use the password to 
log on. 

IMPORTANT 

Please remember your password. If you forget your 
password, you cannot retrieve it. Only a SpamKiller 
administrator user can create a new password for you. 

To add a user to SpamKiller: 

1 Click the Settings tab, and then click Users. 

2 Click Add. 

A list of Windows users appears. To add a user who does not appear on the 
list, you must first create a Windows user account for that person. Then, the 
new user must log on to your computer at least once. Afterwards, add the user 
to SpamKiller. 

NOTE 

Windows users with administrator rights also have 
administrator rights as a SpamKiller user. Windows users 
who do not have administrator rights become limited 
SpamKiller users. 

3 Select a user to add, and then click OK. 

The user is added to SpamKiller, and the user name appears in the list of 
SpamKiller users. 

4 Click Close when you are finished adding users. 

To create a password for a user, see To create a password for an existing SpamKiller 
user: on page 32. 

The next time the user logs on to your computer, the user will be prompted to add 
an e-mail account to his or her SpamKiller user profile. You can add e-mail 
accounts to the user profile if you are logged on to SpamKiller as the user and have 
the necessary e-mail account information. For more information, see Adding e-mail 
accounts on page 25. 

To edit a SpamKiller user profile: 

1 Click the Settings tab, and then click Users. 

A list of SpamKiller users appears. 

2 Select a user, and then click Edit. 

3 Enter a new name and password. 
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To delete a SpamKiller user profile: 

WARNING 

When you remove a user, you also remove the user's e-mail 
accounts from SpamKiller. 

1 Click the Settings tab, and then click Users. 
A list of SpamKiller users appears. 

2 Select a user from the list, and then click Delete. 

Logging on to SpamKiller in a multi-user environment 

When users log on to your computer and open SpamKiller, they are automatically 
logged on to SpamKiller under their user profiles. If SpamKiller passwords were 
assigned to users, they must enter their passwords in the Log On dialog box that 
appears. 

To switch between users: 

You must be logged on to SpamKiller as an administrator. 

1 Click Switch User located at the top of the page. 
The Switch User dialog box appears. 

2 Select a user, and then click OK. 

If the user has a password, the Log On dialog box appears. Type the user 
password in the Password box, and then click OK. 
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Introduction 

We recommend that you add your friends' names and e-mail addresses to a 
Friends List. SpamKiller does not block messages from those on the list; therefore, 
adding friends helps ensure that legitimate messages get through. 

SpamKiller lets you add names, e-mail addresses, domains, and mailing lists to the 
Friends Lists. Add addresses one at a time, or add them all at once by importing 
an address book from your e-mail program. 

SpamKiller maintains two types of Friends Lists, the Global Friends List and the 
Personal Friends List. 

NOTE 

The differences between the two lists are important to note if 
multiple users were added to SpamKiller. If multiple users 
were not added, both the Global Friends List and the Personal 
Friends List affect all e-mail accounts added to SpamKiller. 
(Adding multiple users is available only if your computer 
runs Windows 2000 or Windows XP.) 

Friends List Description 

Global Friends List The Global Friends List affects all e-mail accounts for all 

users in SpamKiller. 

Note: If you added multiple users to SpamKiller, you 
must be logged on to SpamKiller as an administrator to 
manage the Global Friends List. 

Personal Friends List The Personal Friends List affects all e-mail accounts 
associated with a specific user. 

Note: If you added multiple users to SpamKiller, you 
must be logged on to SpamKiller as the user to manage 
the user's Personal Friends List. 



For an overview on the Friends page, see Friends page on page 19. 



Opening a Friends List 

To open a Friends List: 
1 Click the Friends tab. 
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2 Click the E-mail Address, Domains, or Mailing List tab. 

The Global Friends List appears. To view your Personal Friends List, click the 
down arrow © on one of the tabs, and then select Personal Friends List. 



NOTE 

If you computer runs Windows 2000 or Windows XP, and 
multiple users were added to SpamKiller, limited users can 
view their Personal Friends List only, not the Global Friends 
List. 



Import address books into a Friends List manually or by automatic import. 
Automatic import enables SpamKiller to check your address books regularly for 
new addresses and automatically import the new addresses into a Friends List. 

You can import address books from the following e-mail programs: 

■ Microsoft Outlook (version 98 and higher) 

■ Microsoft Outlook Express (all versions) 

■ Netscape Communicator (version 6 and previous versions if exported as an 
LDIF file) 

■ Qualcomm Eudora (version 5 and higher) 

■ MSN/Hotmail 

■ Any program that can export its address book as a plain text file 
To import an address book by automatic import: 

You can update your Personal Friends List regularly by creating a schedule for 
importing addresses from address books. 

1 Click the Settings tab, and then click Address Books. 

The Import Address Books dialog box appears. The dialog box shows a list of 
address books that SpamKiller checks regularly and imports new addresses 
from. 

2 Click Add. 

The Import Schedule dialog box appears. 

3 Select the Type of address book to import and the address book Source. 

4 From the Schedule box, select how often SpamKiller must check the address 
book for new addresses. 



Importing 



address books 
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5 Click OK. 

After an update, the new addresses appear in your Personal Friends List. 
To import an address book manually: 

You can manually import addresses books into your Personal Friends List or the 
Global Friends List. 

NOTE 

If your computer runs Windows 2000 or Windows XP, and 
multiple users were added to SpamKiller, you must be logged 
on as an administrator to add friends to the Global Friends 
List. 

1 Click the Friends tab, and then click Import Address Book. 

The Import Address Books dialog box appears. The dialog box shows a list of 
address book types that you can import. 

2 Select a type of address book to import, or click Browse to import addresses 
stored in a file. 

To import the address book into your Personal Friends List only, make sure 
that the Add to Personal Friends List checkbox is selected. To import the 
address book into the Global Friends List only, make sure the checkbox is not 
selected. 

3 Click Next. 

A confirmation page shows the number of addresses that SpamKiller added. 

4 Click Finish. 

The addresses appear in the Global Friends List or your Personal Friends List. 
To edit address book information: 

Edit information about an address book that is imported by automatic import. 

1 Click the Settings tab, and then click Address Books. 

2 Select an address book, and then click Edit. 

3 Edit address book information, and then click OK. 

To delete an address book from the automatic import list: 

Remove an address book entry when you no longer want SpamKiller to 
automatically import addresses from that book. 

1 Click the Settings tab, and then click Address Books. 

2 Select an address book, and then click Delete. 
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A confirmation dialog box appears. 
3 Click Yes to remove the address book from the list. 



Adding friends 

To make sure you receive all e-mails from friends, add your friends' names and 
addresses to a Friends List. You can add friends from the Friends page, the Blocked 
E-mail page, the Accepted E-mail page, and from Microsoft Outlook. 

NOTE 

If your computer runs Windows 2000 or Windows XP, and 
multiple users were added to SpamKiller, you must be logged 
on as an administrator to add friends to the Global Friends 
List. 

To add a friend from the Blocked E-mail or Accepted E-mail page: 

1 Click the Messages tab, and then click the Blocked E-mail or Accepted E-mail 

tab. 

Or 

From Microsoft Outlook, click to open the Blocked E-mail page for that 
account. 

The Blocked E-mail or Accepted E-mail page appears. 

2 Select a message from a sender that you want to add to a Friends List, and then 
click Add a Friend. 

3 In the Address box, type the address to add to the Friends List. 

The Address box might already contain the address from the selected message. 

4 Type the name of your friend in the Name box. 

5 Select the address type you want to add from the Friend type box: 

♦ Single e-mail address: The sender's e-mail address will be added to the 
Domains section in the Friends List. 

♦ All users at domain: The domain name will be added to Domains section in 
the Friends List. SpamKiller will accept all e-mails coming from the 
domain. 

♦ Mailing list: The address will be added to the Mailing List section in the 
Friends List. 

To add the address to your Personal Friends List only, make sure that the Add 
to Personal Friends List checkbox is selected. To add the address to the Global 
Friends List only, make sure the checkbox is not selected. 
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6 Click OK. 

The address appears in the Global Friends List or your Personal Friends List. 

To add a friend from the Friends page: 

1 Click the Friends tab, and then click Add a Friend. 

The Friend Properties dialog box appears. 

2 In the Address box, type the address to add to the Friends List. 

3 Type the name of your friend in the Name box. 

4 Select the address type you want to add from the Friend type box: 

♦ Single e-mail address: The sender's e-mail address will be added to the 
Friends List. 

♦ All users at domain: The domain name will be added to the Domains 
section in the Friends List. SpamKiller will accept all e-mails coming from 
the domain. 

♦ Mailing list: The address will be added to the Mailing List section in the 
Friends List. 

To add the address to your Personal Friends List only, make sure that the Add 
to Personal Friends List checkbox is selected. To add the address to the Global 
Friends List only, make sure the checkbox is not selected. 

5 Click OK. 

To add a friend from Microsoft Outlook: 

1 Open your e-mail account in Microsoft Outlook. 

2 Select a message from a sender that you want to add to a Friends List. 

3 Click ^D 1 m the Microsoft Outlook toolbar. 

The address is added to your Personal Friends List. 

Editing friends 

To edit a friend: 

1 Click the Friends tab, and then click the E-mail Addreses, Domains, or Mailing 
Lists tab. 

The Global Friends List appears. To view your Personal Friends List, click the 
down arrow © on one of the tabs, and then select Personal Friends List. 
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NOTE 

If your computer runs Windows 2000 or Windows XP, and 
multiple users were added to SpamKiller, only administrators 
can access the Global Friends List. 

2 Select an address from the list, and then click Edit. 

3 Edit information, and then click OK. 



Deleting friends 

To delete an entry from a Friends List: 

Remove addresses you no longer want in a Friends List. 

1 Click the Friends tab, and then click the E-mail Addreses, Domains, or Mailing 
Lists tab. 

The Global Friends List appears. To view your Personal Friends List, click the 
down arrow © on one of the tabs, and then select Personal Friends List. 

NOTE 

If your computer runs Windows 2000 or Windows XP, and 
multiple users were added to SpamKiller, only administrators 
can access the Global Friends List. 

2 Select an address from the list, and then click Delete a friend. 

A confirmation dialog box appears. 

3 Click Yes to delete the friend. 
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Introduction 

For an overview on the Blocked E-mail and Accepted E-mail pages, see Messages 
page on page 16. 

Rescuing messages 

If the Blocked E-mail page contains legitimate mail, you can put those messages 
back in your inbox. 

To rescue a message: 

1 Click the Messages tab, and then click the Blocked E-mail tab. 
Or 

From your Microsoft Outlook inbox, click to open the Blocked E-mail page 
for that account. 

The Blocked E-mail page appears. 

2 Select a message, and then click Rescue this message. 

3 Click OK. 

The message is put back in your inbox and the Accepted E-mail folder. 

Blocking messages 

Block spam messages that are currently in your inbox. When you block a message, 
SpamKiller automatically creates a filter to remove that message from your inbox. 
You can block inbox messages from the Accepted E-mail page or from Microsoft 
Outlook. 

To block a message from the Accepted E-mail page: 

1 Click the Messages tab, and then click the Accepted E-mail tab. 

The Accepted E-mail page appears and displays messages that are currently in 
your inbox. 

2 Select a message, and then click Block this message. 
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The message is removed from your inbox and the Accepted E-mail page, and 
copy of the message appears in the Blocked E-mail folder. 

To block a message from Microsoft Outlook: 

You can only block external messages (messages coming from an Internet server). 

1 Open your Microsoft Outlook inbox. 

2 Select a message, and then click ^ . 

A copy of the message is put in the Blocked E-mail folder. 

Deleting messages 

SpamKiller automatically removes messages from the Blocked E-mail folder 15 
days after they were removed from your inbox. You can change the number of 
days when messages are removed or you can remove messages manually. 

SpamKiller does not automatically remove messages from the Accepted E-mail 
folder since the folder reflects the messages currently in your inbox. 

3 Click Yes to delete the message. 

To change the setting for the automatic removal of blocked messages: 

By default, when SpamKiller finds spam, SpamKiller removes it from your inbox 
and puts it in the SpamKiller Blocked E-mail folder. SpamKiller automatically 
removes blocked messages from the Blocked E-mail folder after 15 days. You can 
change how often SpamKiller automatically removes blocked messages. 

Instead of moving spam messages to the Blocked E-mail folder, SpamKiller can tag 
the e-mail subject line with "[spam]," or with a tag or your choice, and keep the 
message in your inbox. Tagging messages can be useful if you want to move the 
tagged messages to another folder in your e-mail client, such as a "junk" folder. 
You can move the tagged messages by creating a rule in your e-mail client so that 
it searches for messages with the "[spam]" tag and puts the messages in the folder 
you indicate. 

1 Click the Settings tab, and then click the Filtering Options icon. 

2 Select how SpamKiller handles spam messages: 

♦ Put spam in Blocked E-mail box — Spam messages will be removed from 
your inbox and put in the SpamKiller Blocked E-mail folder. 

♦ Keep blocked e-mail for days — Blocked messages will remain in the 

Blocked E-mail folder for the duration you specify. 
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♦ Tag spam and keep in inbox — Spam messages will remain in your inbox, 
but the subject line of the message will include "[spam]" or the tag you 
enter. 

Click OK. 

To delete a message manually: 

1 Click the Messages tab, and then click the Blocked E-mail tab. 
Or 

From your Microsoft Outlook inbox, click to open the Blocked E-mail page 
for that account. 

The Blocked E-mail page appears. 

2 Select a message to delete. 

3 Click Delete this message. 

A confirmation dialog box appears. 

4 Click Yes to delete the message. 

Adding friends to a Friends List 

See To add a friend from the Blocked E-mail or Accepted E-mail page: on page 38. 

Adding filters 

For a discussion on filters, see Working With Filters in the online Help. 

1 Click the Messages tab. 

2 Click the Blocked E-mail or Accepted E-mail tab, and then click Add a Filter. 

The Filter Editor dialog box appears. 

3 Click Add to begin creating a filter condition. 
The Filter Condition dialog box appears. 

4 Create a filter condition by following the steps below: 

A filter condition is a statement that tells SpamKiller what to look for in a 
message, for example, "The message text contains mortgage." In this example, 
the filter will search for messages with message text containing the word 
"mortgage." For a discussion on filter conditions, see Filter Conditions in the 
Online Help. 
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a Begin creating the condition statement by selecting a condition type from 
the first box. 

b Complete the condition statement by selecting or entering values in the 
subsequent boxes. 

c If the following options appear, select them if necessary to further define 
the filter condition. 

♦ Also look in formatting codes — This option appears only if the filter 
condition is defined to search the message text. If you select this checkbox, 
SpamKiller searches both the message text and the message formatting 
codes for the message text you indicated. 

♦ Case-sensitive — This option appears only for conditions in which you 
typed a condition value. If you select this checkbox, SpamKiller 
distinguishes between upper-case and lower-case letters in the value you 
typed. 

d Click OK. 

5 Create another filter condition as follows, or go to Step 6 to select a filter action: 

a Click Add, and then create the filter condition. Click OK when you are 
finished creating the filter condition. 

Both filter conditions appear in the Filter Conditions list and are joined by 
and. The and indicates that SpamKiller will look for messages that match 
both filter conditions. If you want SpamKiller to look for messages that 
match either one of the conditions, change and to or by clicking and, and 
then selecting or from the box. 

b Click Add to create another condition, or go to Step 6 to select a filter action. 

If you created a total of three or more filter conditions, you can group filter 
conditions to create clauses. For examples of grouping, see Grouping Filters 
in the online Help. 

To group filter conditions, select a filter condition, and then click Group. 
The grouped conditions are highlighted in blue. 
NOTE 

To ungroup filter conditions, select a grouped condition, and 
then click Ungroup. 

6 Select a filter action from the Action box. 

The filter action tells SpamKiller how to process messages found by that filter. 
For more information on filter actions, see Filter Actions in the online Help. 

7 Click Advanced to select advanced filter options. (Selecting advanced options 
is not required.) 
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For more information on advanced options, see Advanced Filter Options in the 
onine Help. 

8 Click OK when you are finished creating the filter. 
NOTE 

To edit a condition, select a condition, and then edit the 
condition. To delete a condition, select a condition, and then 
click Delete. 

Reporting spam to McAfee® 

You can report spam to McAfee. McAfee analyzes reported spam for creating filter 
updates. 

To report spam to McAfee: 

1 Click the Messages tab, and then click the Blocked E-mail or Accepted Mail tab. 
The Blocked E-mail or Accepted E-mail page appears. 

2 Select a message, and then click Report to McAfee. 

A confirmation dialog box appears. 

3 Click Yes. 

The message is automatically sent to McAfee. 

Sending manual complaints 

Send a complaint to prevent a sender from sending you more spam. For more 
information on sending complaints, see Sending Complaints and Error Messages in 
the online Help. 

To send a manual complaint: 

1 Click the Messages tab, and then click the Blocked E-mail or Accepted E-mail 

tab. 

A list of messages appears. 

2 Select a message to complain about, and then click Send a complaint. 
The Complain dialog box appears. 

3 Select whom you want to send the complaint to. 
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WARNING 

In most cases you should not select Sender. Sending a 
complaint to the sender of the spam validates your e-mail 
address, which can increase the number of spam you receive 
from that sender. 

4 Click Next, and then follow the instructions on the dialog boxes that appear. 



Sending error messages 

For more information on sending error messages, see see Sending Complaints and 
Error Messages in the online Help. 

Send an error message to prevent a sender from sending you more spam. 
To send a manual error message: 

1 Click the Messages tab, and then click the Blocked E-mail or Accepted E-mail 

tab. 

A list of messages appears. 

2 To send an error message about a specific spam message, select the message, 
and then click Send error. 

An error message is sent to the reply address in the spam message. 



46 McAfee® SpamKiller™ software version 5.0 



Index 



A 

Accepted E-mail 

adding to a Friends List, 43 

icons in the accepted messages list, 18 

sending error messages, 46 

tasks, 19 

working with accepted messages, 41 
Accepted E-mail page, 17 
adding an e-mail address to a Friends List, 38 
adding e-mail accounts, 25 
adding filters, 43 
Advanced Settings, 21 

B 

Blocked E-mail 

adding to a Friends List, 43 

deleting messages from the blocked messages 
list, 42 

icons in the blocked messages list, 17 
rescuing messages, 41 
sending error messages, 46 
tasks, 19 

working with blocked messages, 41 
Blocked E-mail page, 16 
blocking messages 

Accepted E-mail 

blocking messages, 41 

D 

disabling SpamKiller filtering, 14 
documentation, 10 



e-mail accounts, 25 
adding, 25 
deleting, 26 
editing, 27 

editing MAPI accounts, 30 
editing MSN/Hotmail accounts, 29 
editing POP3 accounts, 27 
pointing your e-mail client to SpamKiller, 26 
enabling SpamKiller filtering, 14 

F 

filters, adding, 43 

Friends List, 35 

adding an e-mail address, 38 

adding friends from the Blocked E-mail or 
Accepted E-mail page, 43 

importing an address book, 36 

Friends page, 19 

G 

getting started with SpamKiller, 7 

H 

Help icon, 15 
I 

importing an address book into a Friends List, 36 

L 

logging on to SpamKiller in a multi-user 
environment, 34 



User Guide 47 



Index 



M 

McAfee SecurityCenter, 13 
Messages page, 16 
Microsoft Outlook, 22 

Hotmail, 22 

MAPI, 23 

N 

new features, 8 



opening SpamKiller, 13 
P 

passwords, 32 

Personal Settings, 21 

pointing your e-mail client to SpamKiller, 

protecting children, 32 

Q 

Quick Start Card, iii 



26 



SpamKilller, 19 
Summary page, 16 
Support icon, 15 
Switch User icon, 15 
switching users, 34 
system requirements, 



10 



tasks for blocked and accepted messages, 

top pane, 15 

tour of SpamKiller, 15 

u 

users, 25 

adding users, 31 
creating passwords, 32 
deleting user profiles, 34 
editing user profiles, 33 
logging on to SpamKiller, 34 
switching users, 34 
user types, 32 



19 



reporting spam to McAfee, 45 
rescuing messages, 41 

s 

SecurityCenter, 13 

Settings page, 20 

Advanced Settings, 21 
Personal Settings, 21 

Setup Wizard, 11 

SpamKiller 

Accepted E-mail page, 17 
Blocked E-mail page, 16 
disabling filtering, 14 
documentation, 10 
Messages page, 16 
opening SpamKiller, 13 
Settings page, 20 
Setup Wizard, 11 
Summary page, 16 
top pane, 15 
tour, 15 



48 McAfee® SpamKiller™ software version 5.0 



Index 



User Guide 49 



For more information on 
products, worldwide services, 
and support, contact your 
authorized McAfee sales 
representative or visit us at: 
Network Associates 



5000 Headquarters Drive 
Piano, TX 75024 
(972) 963-8000 

www.mcafee.com 



►a McAfee 



SECURITY 




